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Introduction

Bitcoins are a recent form of digital currency created and introduced by programmers
around the year 2009. This type of currency is anonymous and thus not issued by any bank
or central government or any established form of authority. As per, no form of commission
or any additional fee for the money to transact is needed. It is as if you are paying someone
in cash to do you a favor, but that person can be on his computer on the other side of the
world. Because it is third party controlled and cryptographically limited, bitcoins are often
perverted to purchase illegal substances and further support other criminal agendas.

There are currently no buildings or companies founded to regulate bitcoins, leaving little
chance for it to advocate and regulate legal or ethically sound activities. However, just
because there is currently no form of regulated virtual fiat currency without it being taxed, it
does not mean there can’t be positive uses for it in the future. In theory Bitcoins or
something similar could be innovative and prolific in the near future. As with any newly
presented system, someone will always find a hole to exploit for their own benefit, and filling
said holes can only be a matter of time.

Security Concerns

Last September one or many unidentified hackers claimed to have seized a number of
iCould photos of famous celebrities including but not limited to Kate Upton, Anna Kendrick,
and Jennifer Lawrence. Many nude photos of almost a hundred celebrities were made
available to the public and noticed rather quickly throughout a very short period of time.
This event was coined by ‘the internet’ as, “The Fappening,” named after revered M Knight

Shyamalan’s critically acclaimed thriller, “The Happening.” The anonymous hacker left the
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door open for potential donations for posting said images, which would be paid in Bitcoins.
Within the following morning, the account received over $120 in bitcoins.

It’s nearly impossible to pinpoint who or how many could have been involved in doing
this malicious act let alone figuring out where and how the money was divined in the end.
Obviously all the leaked pics were most likely not from the same hacker and probably
acquired at different times from a variety of different methods and were shelved until they
could release it all at once in effort to make the leak more viral. Merely calling this process
successful is an understatement. Even with this system inadvertently violating rights of
privacy and promoting other crimes, the bitcoin system makes it hard to track even the most
conspicuous acts of transaction in order to protect those who use it. “At any given time,
between twenty and thirty thousand computers are online making up the network. Every time
a transaction is made. If someone tries to spend a Bitcoin twice, the one that occurred first in
time is valid, and the second is not.” (Turpin)

Legal Issues

Recently, it has been numerously brought up and advised when discussing the legal and
legitimate merits of Bitcoins. When discussing the potential threat and fraud of virtual
currency, the federal district court has come to terms the Bitcoins are in fact “real money.”
The reasoning behind this audacious and innovative claim is that due to the fact that Bitcoins
have been used to exchange for goods and services and have the ability to be traded for other,
more conventional forms of currencies, such as cash or credit and “they are money, and, thus,
a contract for the investment of Bitcoins is an “investment contract,” and, therefore, a

security under federal securities law.” (Elwell,Seitzinger) The New York Department of
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Financial Services have also stated that they are looking into presenting a proposal to
regulate bitcoins. This proposal is said to be finalized and come to a verdict sometime in the
first or second quarter of 2015. This ongoing constitutional interpretation that we have no
choice but to accept bitcoins as a legitimate currency has inadvertently provided leeway for
Ponzi schemes and other criminal violations, because it almost seems that money can literally
be created out of thin air from a novice point of view. As the public has witnessed,
combining this knowledge of easily acquiring and storing money with the technological
knowledge to hack and/or invade one’s privacy could result is devastating consequences and
opens the door for the common person (in recent cases, celebrities more often) to be a victim
to their own phone, computer, etc. If digital currencies become the norm within the decade,
there will need to be a long list of rules and regulations to protect one’s own security and
financial properties from being stolen or manipulated with malicious intensions.
Further Research

For any large corporation, multi conglomerate, or common merchant, the concept of
Bitcoins seems like a dream come true. With the lack of having to deal with arbitrary,
additional fees to credit card companies for every transaction, it is also impossible to
implement refunds and are consequently irreversible. Because of this easily exploited door
to fraud and theft, more research and time is needed to explore and understand the legal
aspects that are currently applied to digital currency.

The reason one would choose using bitcoins over other digital forms of currency is that
the return policy is nonexistent. From a buyers perspective it is a much more simple process

and has no need to go through any intermediary process. Because of this lack of an
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intermediary there is a very low risk of a collapse, which the government is sadly guilty of.
Because it is a global form of virtual currency there is little chance for one’s savings to be
completely wiped out. However, the fact that bitcoins are untraceable can be looked at as
both a benefit and a risk. On one hand the government can’t interfere or take their share, but
the untraceable feature can make it very easy to carry out criminal acts. Because of its
current infamy with providing leeway for crimes there are hardly any places that would
accept bitcoins. Itis still too early in its lifetime to be used at its fullest potential.

It should be interesting to keep track later down the line in the near future to see if
businesses will highly regard the concept of digital currencies and perhaps decide to value
this form of payment over more conventional forms of currency. It may even be possible for
it to render what we know as the norm to be obsolete in a few decades. As of now, it seems
the potential risks far outweigh the benefits, but one can dream of a perfect world where one
would have one hundred percent control one one’s money with the ability to use it anywhere,
at any time, without having to cross a border of even leave one’s own house. As of now
there isn’t a company or established branch of authority to trust and regulate Bitcoins, so they
are used at the discretion of the individual, who, if he or she is ignorant of how the system
works, can be manipulated into exchanging money for false services by an adept programmer

with ill intentions.
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